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" NOI DUNG TUAN

TIN CANH BAO

- Canh béo: Microsoft cong bd danh sach ban
vé thang 9/2021 cho céc 16 hong bao mat quan
trong

- Chién dich tan cong APT: Nhom tan cong
mang APT C-36 sir dung email hira dao dé phat
tan ma doc RAT

PIEM YEU, LO HONG

- 453 15 hong duoc cdng b va cap nhat.

- 07 15 hong, nhém 156 hong trén cac san
pham/dich vy phé bién tai Viét Nam.

SO LIEU, THONG KE

- Tan cong DRDoS
- Tan céng Web @
- Tan c6ng hra dao nguoi ding Viét Nam

Tai liéu lwu trir:

Chuyén myc Béao cao dinh ky tai dia chi:

https://service.khonggianmang.vn




TIN CANH BAO

Canh bao: Microsoft cong bo danh
sach ban va thang 9/2021 cho caclo
hong bao mit quan trong

Gitra thang 9 nam 2021, Microsoft da
cdng bb danh sach ban va cho 60 15 hong bao
mat bao géom 4 16 hong muac nghiém trong
va 56 156 hdng muc cao trén cac san pham cua
minh. Trong d6 c6 mot s6 ban va dang chu
y cho céc 16 hong bao mat nhu sau:

LS hong bao mat CVE-2021-40444
c6 muac anh huong nghiém trong trong
Microsoft Windows véi diém CVSS 8,8,
cho phép ddi twong tan cong thyc thi ma tur
xa, dang duoc khai thac tich cuc trong thoi
gian qua. Ké tan cong tao tai liéu Microsoft
Office c6 chua trinh diéu khién ActiveX doc
hai.

L5 hong bao mat EoP CVE-2021-
36968 cO muc anh huong cao trong
Windows DNS vé&i diém CVSS 7,8, cho
phép d6i tugng tin cong nang cao dic quyen
trén hé théng muc tiéu.

03 16 héng bao mat CVE-2021-
38667, CVE-2021-38671 va CVE-2021-
40447 c6 muc anh huong cao trong
Windows Print Spooler véi diém CVSS 7,8.
Trong d6, CVE-2021-38671 12 15 hong duoc
danh gia 1a c6 nhiéu kha ning bi khai thac
hon.

03 16 hong bao mat CVE-2021-
36955, CVE-2021-36963 va CVE-2021-
38633 trong Windows Common Log File
System Driver (CLFS) cho phép ké tan cong
nang cao dic quyeén trén hé théng muc tiéu.
Microsoft danh gia ddy la nhitng 16 hong dé
bi khai thac, 1a muc tiéu 16n déi véi cac doi
tuwong tan cong.

02 15 hong bao mat CVE-2021-36975
va CVE-2021-38639 trén Win32k c6 muc
anh huong cao véi diém CVSS 7,8. Nhiing
ké tan cong khai thac 16 hong nay dé nang
cao dic quyén trén hé théng muc tiéu. Vi
Win32k Ia thanh phan cét 16i cua Windows,
nén nguoi diing can cap nhat ban véa som.

Danh sach cac ban va cho céc 16 hong
cua Microsoft tham khao tai:

https://msrc.microsoft.com/update-
guide/releaseNote/2021-Sep

Nguon: https://www.tenable.com/blog/microsoft-s-september-2021-patch-tuesday-addresses-60-cves-cve-2021-

40444
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TIN CANH BAO

Nhém tan cong mang
APT C-36 su dung
email lira dao dé phat

tan ma doc RAT

Gan day, cac chuyén gia bao mat phat
hién 1 chién dich tin céng ciia nhém APT C-
36 nham muc tiéu vao Nam My. Nhom d3 str
dung nhiéu phan mém doc hai khac nhau nhu
njRAT, BitRAT, Async RAT va Lime RAT.

Hau hét cac muc tiéu déu & Colombia,
tuy nhién mot sb ¢6 tru so tai Ecuador, Tay
Ban Nha va Panama. Nhém nay nham muc
tiéu cha yéu vao cac linh vyc tai chinh, chinh
phu va y té. Mot s6 muc tiéu khac dugc quan
sat thay 1a linh vuc niang lwong, dau khi va
vién thong.

APT C-36 st dung email ltra dao, gia
danh céc email tir tong cuc thué va hai quan
Colombia. Noi dung email lién quan dén
viéc tich thu mét tai khoan ngan hang, con
thong tin cac chi tiét khac dwoc cung cip
bén trong tép dinh kém email. Mot s6 email
lra dao khéac, nguoi nhan duoc yéu cau mo
file dinh kém c6 tén 1a picture[.]jpg voi mat
khau file 1a “foto”. Céc file dinh kem doc
hai nay c6 dang PDF/DOCX, trong d6 bao
gom mot lién két. Khi nguoi nhan nhap vao
lien két do, s& bi chuyén huéng dén trang
web luu trir mot loai tép tin. Tép tin nay co
chtra phan mém doc hai BitRAT va s& tu
dong tai xuéng may muc tiéu.

Nquon: https://cyware.com/news/apt-c-36-drops-commodity-rats-for-financial-gains-27ecf47a
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Nguy cg tan cong mang tir

diém yéu, lo hong

Trong tuan, c&c to chirc qudc té da cong
b va cap nhat it nhat 453 16 hong, trong do co
02 16 hong mac cao, 19 16 hong mac trung
binh, 0 16 héng muc thap va 432 15 hong chua
danh gia. Trong d6 c6 it nhat 110 15 hong cho
phép chén va thuc thi ma Iénh.

Hé thdng ky thuat caa Cuc ATTT cha M@t sé 16 héng trén cac san pham/dich vu 1
dong ra quét trén khéng gian mang Viét Nam, phé bién tai Vigt Nam:
danh gid, thong ké cho thay c6 07 1o - Apache: CVE-2021-39275, CVE-2021-34798, ...
hong/nhdm 16 hong trén cac san pham, dich vu _ IBM: CVE-2021-29825, CVE-2021-29752, ..
CNTT pho bién, c6 thé gay anh huong lén dén - Zohocorp: CVE-2021-37422, CVE-2021-37423, ...

nguoi dung ¢ Viét Nam: Nhém 209 16 hong
trong cac san pham caa Apple, Nhom 46 15
hong trong WordPress, Nhdm 20 16 hong trong
phan mém Google, Nhém 13 15 hong trong céc
san pham cua Cisco, Nhém 12 156 hong trong
Aruba Networks, Nhém 10 16 héng trong phan . A
mém Adobe, Nhém 09 15 héng trong phan

mém Nextcloud. Théng tin chi tiét vé mot s6 15

hong trén cac san pham/dich vu phd bién tai

Viét Nam cu thé nhu sau:

- BIG-IP: CVE-2021-23038, CVE-2021-23042, ...

- Jitsi: CVE-2021-39205, CVE-2021-39215

- McAfee: CVE-2021-31845, CVE-2021-31844,...

- Microsoft: CVE-2021-36956, CVE-2021-40440, ...



Théng tin diém yéu,
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TT | pham/dich | Ma 16i quéc té M0 ta ngin Ghi chd
vu
CVE-2021-39275 | Nhém 07 16 héng trong phan mém B3 c6 théna tin
1 Apache CVE-2021-34798 | Apache (Apache HTTP  Server, %4C Nhan %a
P CVE-2021-39239 | Apache Jena) cho phép dbi tuong tin iy
o S an va
cong thuc thi ma tir xa
CVE-2021-29825 | Nhém 11 15 hong trong sin pham cua B3 c6 théna tin
5 IBM CVE-2021-29752 | IBM (IBM Db2) cho phép doi twong w4C nhan %a
CVE-2021-29763 | tan cong thu thap thdng tin, nang cao ban V4
o X 4 ~ ., anva
dac quyen, tan cong gia mao XSS.
Nhom 03 16 hong trong san pham cua
CVE-2021-37422 | 40hocorp  (Zoho  ManageEngine | po 4y 500 tin
ADSelfService Plus, Zoho , D
3 Zohocorp CVE-2021-37423 ManageEngine DesktopCentral) cho xac nhan va
CVE-2021-37414 | vanage=ngine ‘Jeskiophentra;) cf ban vé
phép doi tugng tan cong thuc hién tan
cong SQL Injection.
oo Nhom 29 16 hong trong cac san pham
CVE-2021-23038 | " BiG-Ip (BIG-IP AFM....) cho | D3 c6 thong tin
4 BIG-IP CVE-2021-23042 |} ) 46 twong tAn cong thuc thi matir | xac nhan va
CVE-2021-23040 | PReP dortuong tan corg twe ti ma i nhan
xa, nang cao dac quyen, tan cbng gia ban va
mao XSS
) ) Nhom 02 16 hong trong phan mém Jitsi | Chua c6 thoéng
5 Jitsi CVE-2021-39205 (Jitsi Meet) cho phép dbi twong tan | tin xac nhan va
CVE-2021-39215 .
cdng thyuc hién tn cdng gia mao XSS. ban va
Nhom 04 16 hdng trong san pham cua
CVE-2021-31845 | McAfee  (McAfee Data  Loss D c6 thona tin
5 McAfee CVE-2021-31844 | Prevention (DLP) Endpoint, McAfee 4G nhén%/é
CVE-2021-31842 | Endpoint Security (ENS),...) cho phép ban V4
an va
dbi tuong tan cong thyuc thi ma tur xa,
nang cao dac quyen.
Nhom 62 16 hong trong san pham cua
CVE-2021-36956 | Microsoft (Microsoft Edge, Microsoft | . ... . ..
) e ba c6 thong tin
7 Microsoft CVE-2021-40440 Exce!, Office,...) C|;]O phep doi tuong wéc nhan va
CVE-2021-38655 | tan cong thu thap thong tin, thyuc thi ma ban V
an va
tur xa, tan cong gia mao XSS, néng cao
dic quyén, tin cong tir chdi dich vu
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Thong ké nguy co, cac cudc

tan cong tai Viét Nam

Tdn cong DRDoS
Tuén vira qua tai Viét Nam, co rat
nhidu may chu, thiét bi c6 thé tré thanh
ngudn phat tan tan cong DRDoS. Trong
tudn c6 55,331 (ting so voi tudn trude
53,246) thiét bi c6 kha ning bi huy dong
va trd thanh nguon tin cong DRDoS. Cac
thiét bi nay dang mé st dung cac dich vu
NTP (123), DNS (53), Chargen (19). Dué1
day 1a biéu do thong ké thiét bi theo cong
dich vu phé bién trong tuan.

Thong ké tan cong vao
trang/cong thong tin dién tur
cua Viét Nam

Cai ma doc I 7g

Lira dao (Phishing) 70
Thay d6i giao dién 3

Tdn cong Phishing

Trén thé gi6i c6 nhidu céc trang
web gid mao céc td chirc, doanh nghiép,
nha cung cép, dich vu 16n nhu: Cac mang
xa hoi, ngan hang, thu dién tr .v.v... Viét
Nam c6 nhiéu ngudi dung cac dich vy, tng
dung nudc ngodi (ca mién phi va tinh phi)
nhu cac mang xa hoi, Paypment, Apple,
Paypal ..v.v... vi vy nguoi dung can phai
hét strc canh giac véi nhirng trang web gia
mao dé an trém tai khoan.

Biéu dd thdng ké thiét bi theo cdng dich vu phd bién

Tan cong Web
Trong tuan, c¢6 251 trudng hop tin cong
vao trang/cong thong tin dién tir cua Viét
Nam: 03 truong hop tin cong thay doi giao
dién, 70 truong hop tin coéng lira dao
(Phishing), 178 truong hop tin cong cai cdm
ma doc.

TOP td chiFc. dich vu bi gid mao

Danh sach IP/tén mién djc hai c6 nhiéu két néi tir
Vigt Nam

differentia.ru a.asense.in
disorderstatus.ru ww?2.bbbjdnxbgp3.ru
atomictrivia.ru a.deltaheavy.ru

morphed.ru sdk.asense.in

ydbnsrt.me soplifan.ru
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Tan cong lira dao ngudi dung Viét Nam

Trong tudn da c6 102 phan anh trudng hop lra ddo do nguoi dung Internet Viét

Nam thong bao vé Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC) qua hé

thong tai dia chi https:/canhbao.khonggianmang.vn. Qua kiém tra, phan tich cé nhiéu

truong hop lira ddo gia mao website ciia ngan hang, lira dao lién quan dén COVID...

Du6i day 1a mot s6 truong hop ngudi ding can nang cao canh giac.

STT Website lira dao Ghi chu
https://chanle247.com/
https://cltxuytin.win/
https://momoloto.club/
https://chanletaixiu.net/
. httpsﬁzgs‘j;‘)'jrggr:eot'/""'”/ Web lira do ¢ bac qua vi dién
http://cluytin.win/ tw Momo
https://nsomomo.com/
http://clmmvip.com/
https://chamlemm.online
Thanhphomomo.com
5 ipnbd19.com Lira dao mgjra]l ban truc tuyén
opee
www.ufapj.com/sccb
3 www.rkceb.com/scch Gia mao ngan hang SCB
Www.mxscch.com
https://www.fascch.com/
4 https://tiki-88.com/index/ctrl/deposited Website gia mao san TMDT Tiki
5 https://aquank.com/ez3 Ung dung cho vay lira dao
. Gia mao website Bao Thé
6 http://www.lddianci.com/ gisi&\Vict Nam
5 truongtonducthang.edu.vn Gia mao website truong Dai hoc
https://www.tu.edu.vn Ton Birc Thang
8 https://cs6162.com/ Ung dung lira dao mua béan
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http://www.mxsccb.com/
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https://cs6162.com/,

Khuyén nghi do6i véi

cac co quan, don vi

1. Béi voi cac nguy co, canh bao da duoc dé cap trong phan Tin canh bao Quy don
vi can thuong xuyén cap nhat thong tin (nhu cac chién dich tn cong cua cac nhém
APT, thong tin 10C kém theo tirng chién dich, diém yéu 16 hong dang bi loi dung dé
khai thac,...), ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xir
1y kip thoi.

***k

2. Péi véi cac diém yéu, 16 hong trong phan Nguy co tan cdng mang tir diém yéu
16 hong, Quy don vi can luu ¥ theo ddi va cap nhat ban va cho céc 15 hong lién quan
dén san pham dang sir dung. Ngoai ra, nhitng don vi da c6 tai khoan trén “Hé thong
Canh bao diém yéu va ra soat 16 hoéng bao mat ty dong” tai dia chi
https://service.khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang st
dung dé giam sat va nhan canh bao ngay khi c6 16 hong mai phat sinh.

***k

3. Bdi véi cac nguy co vé tan cong tir chéi dich vy, tin cong web trong phan Thong
ké nguy co, cac cudc tan cong tai Viét Nam, Quy don vi can ra soét, han ché téi da
viéc mé cac cong dich vu c6 thé bi loi dung dé thuc hién tan cong tir chdi dich vy,
thuong xuyén kiém tra, ra soat may chu web dé kip thoi phat hién va xu 1y nguy co
tan céng.

**%k

4. Pbi véi cac IP/tén mién duge dé cap trong muc Danh sach IP/tén mién ddc hai
c6 nhiéu két ndi tir Viét Nam, Quy don vi can kiém tra va xir ly cac thiét bi trong
toan bo hé thong mang néu c6 dau hiéu két ndi dén cac tén mién doc hai ma Cuc
ATTT da chia sé.

*kx

Thong tin lién hé:
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